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HOW IS THE HIPAA PRIVACY RULE ENFORCED?

OCR procedures for enforcing the HIPAA privacy rule

Each month, we focus on a HIFAA question and provide an in-depth answer. The purpose of the newsletter is to
keep these topics at the front of everyone’s minds, to ensure a trained, knowledgeable sales force.

The Office for Civil Rights

The Office for Civil Rights (OCR) within the federal department of Health & Human
Sevices is responsible for enforcing the HIPAA Privacy Rule. One way OCR
carries out this responsibility is to investigate complaints <http://www.hhs.gov/ocr/
privacyhowtofile.htm> filed with it. OCR may also conduct compliance reviews to
determine if covered entities are in compliance, and OCR performs education and
outreach to foster compliance with the Privacy Rule’s requirements.

OCR may only take action on certain complaints. If OCR accepts a complaint for
investigation, OCR will notify the person who filed the complaint and the covered
entity named in it. Then the complainant and the covered entity are asked to
present information about the incident or problem described in the complaint. OCR
may request specific information from each to get an understanding of the facts.
Covered entities are required by law to cooperate with complaint investigations.

If a complaint contains information about an incident or problem that could also be a violation of the HIPAA Security Rule,
OCR coordinates its investigation with the Centers for Medicare & Medicaid Services (CMS), which is the agency within
HHS that is responsible for enforcing the Security Rule. If a complaint describes an action that could be a violation of the
criminal provision of HIPAA, OCR may refer the complaint to the Department of Justice for investigation.

Resolving the case

OCR reviews the information that it gathers in each case. In some cases, it may determine that the covered entity did
not violate the requirements of the Privacy Rule. However, if the evidence indicates that the covered entity was not in
compliance, OCR will attempt to resolve the case with the covered entity by obtaining voluntary compliance; corrective
action; and/or a resolution agreement. Most Privacy Rule investigations are concluded to the satisfaction of OCR through
these types of resolutions. OCR notifies the person who filed the complaint and the covered entity in writing of the
resolution result.

If the covered entity does not take action to resolve the matter in a satisfactory way, OCR may impose civil money
penalties (CMPs) on the covered entity. If CMPs are imposed, the covered entity may request a hearing in which an HHS
administrative law judge decides if the penalties are supported by the evidence in the case. Complainants do not receive a
portion of CMPs collected from covered entities; the penalties are deposited in the U.S. Treasury.
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