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Each month, we focus on a HIPAA question and provide an in-depth answer. The purpose of the newsletter
is to keep these topics at the front of everyone’s minds, to ensure a trained, knowledgeable sales force.

Sharing Computer Passwords
Under the HIPAA Security Rule

HIPAA speci cally prohibits people from sharing
passwords. Theintentisto haveauniqueidenti erfor
each user of a system that maintains any electronic
information, so that accesses to the system can be
identi ed, and so that activity can be tracked by user.

The question of the month:

Under the Security Rule,
can staff members share
computer passwords?

The Answer
No. . . .
Where is this found in
HIPAA
| ?
This is one of the Required Access Standards,
Rule, which speci cally states that Covered
Entities (and their Business Associates) must
assign a unique name and/or number for identifying and tracking user identity.
A user is de ned in 8164.3v04 as a person or entity with authorized access.
Additionally, to maximize the security of PHI, the HIPAA Commentary recommends
logging off before leaving a workstation unattended, but this is not a requirement.
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