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Each month, we focus on a HIFPAA question and provide an in-depth answer.  The purpose of the newsletter
is to keep these topics at the front of everyone’s minds, to ensure a trained, knowledgeable sales force.

HIPAA Myths

This month, we have three questions, all of which relate to various types of disclosure. Next
month we will continue this focus on similar issues.

QUESTION OF THE MONTH #1:
Can a doctor’s office send PHI to another doctor without the patient’s consent?

ANSWER:
Yes.

No consent is necessary for a doctor to send medical records to another doctor, if the records
are needed for treatment purposes. A covered entity is permitted to “use or disclose PHI for
treatment, payment and health care operations” without patient authorization. As HHS explains,
“treatment” includes “consultation between health care providers regarding a patient, and the
referral of a patient by one provider to another.” (See §§164.502(a)(1)(ii) and 164.506(a))

QUESTION OF THE MONTH #2:
Can a doctor’s office email patients?

ANSWER:
Yes.

Providers are allowed to use alternative means of communication, as long as they use
appropriate safeguards, to ensure the “confidentiality, integrity, and availability” of the PHI
which is sent, and to “protect against any reasonably anticipated threats” to the security of
the PHI. This is thought to mean that email should be encrypted. (See §§ 164.522(b)(1)(i);
164.306(a)(1)-(2) and (d)(3)(i)(ii), and 164.312(e)(2)(ii))

QUESTION OF THE MONTH #3:
Can a patient be listed in a hospital’s directory without the patient’s consent and, similarly, can
the hospital share patient directory information with the public?

ANSWER:
Yes.

HIPAA’s Privacy Rule permits hospitals to provide directory information to the public UNLESS
the patient specifically chooses to “opt out.” Such information typically is given to those who
ask about a patient by name, and includes the patient’s location within the facility, and her/his
general condition. The patient must be informed in advance of this use of their information,
and must be given the opportunity to opt out of having her or his information disclosed. (See
§164.510(a))
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