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HIPAA Security Rule

The question of the month:

Remind me - how does the 
Security Rule differ from the 
Privacy Rule?

The answer:

In many ways!

Each month, we focus on a HIPAA question and provide an in-depth answer.  The purpose of the newsletter 
is to keep these topics at the front of everyone’s minds, to ensure a trained, knowledgeable sales force.  

Effective April 20, 2005
The second rule to be implemented under HIPAA 
was the Security Rule.  This rule joined the Privacy 
Rule, which has been in effect since 4/14/03.  It 
is different from the Privacy Rule because it 
applies only to electronic PHI (�ePHI�), de�ned 
as �health information maintained or transmitted 
by a Covered Entity (CE) in electronic form.�
It requires
 

administrative safeguards,
physical safeguards, and 
technical safeguards

Main points for �eld employees
�Must immediately terminate user i.d. (and other access) upon an employee�s 
termination.
�Must not allow i.d.�s (including passwords) to be shared.  
�Must have incident response and reporting procedures (report to O.D.).

Administrative safeguards
�Only authorized staff may have access to ePHI. 
�Must have policies for authorizing, establishing and modifying access to ePHI.
�Equipment needs virus protection, log-in monitoring, and password management 
(shoud be alpha + numeric, should also expire and require re-setting periodically). 
�Report any security incident (misuse of ePHI) to your O.D., who will report it to 
SDS�s Legal Department.

Physical safeguards
�Must limit physical access to ePHI so that only authorized persons may enter the 
area, use the equipment, or see the ePHI.
�Must have a policy specifying the use of workstations.
�Must maintain contingency operations (back-up plans) and maintenance records.
�Must keep careful track of which computers are where, and who can use which 
ones; may not recycle them if they contain PHI (without procedures for disposal 
and/or re-use, which are performed at Corporate).

Technical safeguards
�Must control access to systems containing ePHI (to allow access only to those who 
require the ePHI in order to do their jobs).
�Audit controls must record and examine activity within computer systems.
�Must protect ePHI from improper modi�cation/destruction; have data back-up and 
storage procedures.
�Authentication must verify that persons/entities seeking access to ePHI are who 
they claim to be (requires a unique user i.d.).
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